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The aim of this work is to evaluate the impact of a cyber episode on firm’s financial health and

on cyber insurance portfolio. We stand on key empirical facts in economics and in cybersecurity.

In economics, firm size and growth rate distributions are non-Gaussian and exhibit heavy tails.

In cybersecurity, contagion dynamics depends heavily on firm’s size and environmental conditions.

Therefore, taking into account these behaviors, we propose a stochastic multigroup SIR model

integrating a granular model of firm growth. This allows us to define the financial impact of attacks

on firm’ revenue and insurance portfolio. In our model, the revenue of a subunit incurs a random loss

upon cyber attack. The arrival time and the duration of this cyber attack are defined using a sum

of Cox process and a Bernoulli random variable. The Cox process whose intensity is the force of the

cyber episode represents the external contagion while the Bernoulli random variable represents the

contagion from an infected sister-subsidiary. We provide theoretical results that include existence,

uniqueness, stability of the SIR model, and additional asymptotic properties. By governing the SIR

parameters with CIR dynamics, we incorporate environmental variability. This stochastic approach

enables scenario generation and the calculation of the aggregate exceedance probability – a metric

used in catastrophe modeling that gives an insurer immediate feedback on the financial nature of

an event. We apply this framework to the Lockbit ransomware attacks between May and July 2024.

For a portfolio of 2,929 firms located in Île-de-France, our model predicts that the insurer will have

to compensate, with a 50% probability, up to 2 days of revenue for a 100-day cyber incident.

Keywords: Stochastic modeling; cyber risk; granular model of firm growth; Aggregate exceedance probability;

stochastic stress scenarios; SIR model

I. INTRODUCTION

Cybersecurity risk is, along with climate change and

geopolitical instability, on top of the list of emerging

concerns for experts and the general population (see [3]).

Cybersecurity risk entails malicious or accidental events

that can compromise the confidentiality, availability,

or integrity of data or IT services. [33] notes that

global cyber attacks increased by 38% between 2021

and 2022. Malwares, service-provider outages, or data

breaches are among the types of attacks. Ransomware

– a category of malware that prevents or restricts users

from accessing their system or exfiltrates sensitive data

– with lower barriers to entry, has become one of

the most significant threats. [19] reports a growth of

76.8% between 2022 and 2023, and 8.72% between 2023

and 2024 in ransomware attacks. This corresponds to

4,848 ransomware attacks posted by up to 88 tracked

ransomware groups. Victim organizations often incur

the costs of extortion ([3] mentions an increase of $1.1
billion paid to hackers in 2023), remediation expenses,

legal fees, business interruption costs, and reputation

costs. That could consequently represent an increasing

part in cyber insurance claims. Therefore, there is a need

– not only for businesses but also for financial institutions

such as insurance companies, and even for governments –

to assess the economic and financial impact of potential

future attacks. Precisely, we are interested in evaluating

the impact of a cyber episode on firm’s financial health

and on cyber insurance portfolio.

Cyber risk modeling in finance and insurance, although

relatively new, incorporates different approaches and

models. [14] and [17] use traditional severity

or frequency approaches. [13] investigate trends

in data breaches using Bayesian Generalized Linear

models. An emerging approach consists in using

Hawkes processes such as [7] and [8] which introduce

multivariate Hawkes processes to capture self-excitation

and interactions of data-breaches, as well as impacts of

vulnerabilities, to predict the frequency of cyber attacks.

Furthermore, biological epidemics and contagious cyber

attacks share alike mechanisms, and key parameters

(susceptible population, infection rate, recovery rate,

peak, prevalence, network/cluster structure). Therefore,

a recent class of approaches draws inspiration from
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the literature on compartmental epidemiological models.

They are particularly suitable for designing a contagious

cyber event that behaves as an epidemic such as

Covid-19. With this in mind, [22] adapts an

epidemiological model for a cyber event such as a

Wannacry-type scenario. They then apply it on an

insurance portfolio to study the impact of reaction and

remediation measures. This is extended in [23] to take

into account the network structure of the population

of firms. The present work draws inspiration from

[22] and [23] in order to design a cyber-episode. Both

use a particular example of a model widely used in

epidemiology called SIR model (see [9, 12, 26]). In

their simplest form, this model consists in dividing the

population of firms/policyholders into 3 groups. S for

susceptible – the exposed firms, that are not yet infected

but are vulnerable if exposed to an infectious firm. I for

infected – the companies affected by the malware and

which can transmit. And R for removed – the cured,

secured or patched systems. The relation between these

groups and the dynamics of the epidemic are built thanks

to a system of ordinary differential equations (ODEs).

Given that we are in the early stage of the application

of epidemiological models to cyber insurance, there are

several features that are not yet taken into account.

In particular, our aim is to incorporate the following

empirical stylized facts. The first one concerns the firm

size and firm structure in economics: [4] shows that

the firm size distribution feature heavy tails (especially

Zipf’s law) while [32] remarks that the growth rate

distribution of the firm size is non-Gaussian and also

features heavy tails. The second feature is that in

cybersecurity, the dynamics of a cyber-episode depends

on the firm size: [5, 27] demonstrate that larger firms

are more often targeted by hackers in cyber-attack.

Moreover, the contagion parameters can be subject to

environmental variability (see [15]). For example, given

a firm organized in subunits, the infection rate will vary

if the contamination comes from inside or outside the

corporation.

In order to take these features into account, we

propose to model a cyber-attack episode by a stochastic

multigroup SIR model and to model firm’s size by

a granular growth model. Precisely, we will extend

the epidemiological model developed in [12] to study

the effect of household size and size distribution on

the dynamics of a disease. However, instead of

transforming the system of ODEs of the deterministic

SIR into a system of stochastic differential equations

(SDE) as usually done, we adapt a more intuitive

modeling approach by introducing stochasticity into

the parameters that will be Cox-Ingersoll-Ross (CIR)

processes, as in [2]. For the dynamics of firm’s revenue,

we adapt the granular model of firm growth of [29]

that helps us to consider each firm as an ensemble

of subunits with varying degrees of independence. By

extending that in continuous time, we will state that

the subunit’s instantaneous revenue experiences a loss

if she is attacked. The arrival of attacks will follow

the sum of Cox process and Bernoulli random variable.

The Cox process, whose intensity is the force of infection

(depending on the dynamics of the epidemic) expresses

the external contagion. The Bernoulli random variable

represents the internal/secondary contagion from a sister

subsidiary. This mix process will be used to define both

the first arrival time and the duration of contagion inside

a subunit. Afterward, we define the instantaneous cost

of the cyber event for the insurance company as the

difference between the revenue with and without the

attack. At the portfolio level, we analyze the impact

thanks to the aggregate exceedance probability (AEP) –

the probability that the sum of losses during a certain

period exceeds a given level.

The remainder of this paper proceeds as follows. In

Section II, we introduce the jump diffusion model used

to determine the financial health of a firm subject to

cyber attacks and the aggregate exceedance probability

as a risk measure on an insurance portfolio. Section III

will be dedicated to the description of the cyber attack

contagion model and some analytical results that include

the existence and uniqueness of a non-negative solution

of the stochastic multi-group SIR model. In Section IV,

the impact of the contagious cyber episode is translated

on the jump diffusion firms’ revenues framework through

the probabilities of internal and external transmission.

Finally, in Section V, we realize calibration, describe

the data, perform simulations, and discuss the results.

Precisely, the contagion model is evaluated using the

ransomware attack episode attributed to the Lockbit

group between May and July 2024. The impact is then

assessed on a portfolio of 2,929 firms located in the

Île-de-France region.

II. FIRM VALUE AND INSURANCE

PORTFOLIO DYNAMICS UNDER

CYBERATTACKS

In this section, we extend the granular model of firm

growth of [21, 29, 35] in a continuous time setting and in

the context of cyber risk. This model has been introduced

to fit some empirical facts, in particular the ones cited

by [3, 32]: both the firm size distribution and the growth

rate distribution are non-Gaussian and feature heavy

tails.

Throughout this work we consider a filtered probability
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space (Ω,G, (Gt)t≥0,P), where the filtration (Ft)t≥0

satisfies the usual conditions (i.e., it is right-continuous

and complete). In the same spirit as [29], within a

given insurance portfolio of H ∈ N∗ firms characterized

by exogenous production, we consider that firms are

composed of a number of independent subunits, such as

departments or production units, which operate within

separate sub-markets and which are not necessarily of

equal size. We have the following assumption.

Assumption II.1. The revenue of firm i ∈ {1, . . . ,H}
at time t ≥ 0 is denoted by Zi,t and satisfies

Zi,t :=

Ki∑
j=1

zij,t, (II.1)

where Ki ∈ N∗ represents the number of subunits and

zij,t, j = 1, . . . ,Ki, denotes the respective revenue.

We will note

I := {(i, j) | i ∈ {1, . . . ,H} and j ∈ {1, . . . ,Ki}} .
(II.2)

The firm’s size is the number of its subunits, and

the revenue is an indicator of firms’ and subunits’

financial health. Instead of revenue, we could consider

its workforce, profits, etc. In addition, we could view

the economy as a supra-firm subdivided in sectors. In

the same way, each sector can be seen as a supra-firm

subdivided in companies. This point of view could be

interesting for calibration because public data are usually

more easily available at economy/sectoral level than at

firm’s level.

The firm’s size Ki, which is an integer, is a random

variable assumed to be distributed according to Zipf’s

law (the discrete version of Pareto distribution) on

{1, . . . ,K}, K ∈ N∗. For k = 1, · · · ,K

P(Ki = k) = q
ak−(1+a)

1−K−a
; 1 < a < 2. (II.3)

The above assumption is motivated by the literature (see

[29, 35]) and is easily verified on the data (see Figure 15a

and Figure 15b where a = 1.76 and q = 0.784).

A. The impact of cyberattacks on firms’ revenue

When a cyber attack succeeds, it causes financial

loss to the company. This loss can result from paying

a ransom, business disruption, repairing equipment,

reputation costs, etc. Let 1 ≤ i ≤ H and 1 ≤ j ≤ Ki. In

the absence of a cyber attack, the revenue zij of subunit

j of firm i is modeled as a Geometric Brownian motion,

while in the presence of a cyber attack, it is modeled

as a jump-diffusive process. We introduce the following

assumption.

Assumption II.2. For (i, j) ∈ I,

1. Without the cyber-event, the time evolution of each

subunit i’s revenue, zij , is characterized by the

diffusion process

dzij,t
zij,t

= µijdt+ σijdBij,t, zij,0 = zij,0, (II.4)

where Bij is a Brownian motion. For a given firm

i, 1 ≤ i ≤ H, the Brownian motions (Bij)1≤j≤Ki

driving the revenues of the subunits are correlated

with correlation coefficient ρi ∈ R. But for different
firms i1 ̸= i2, Bi1j1 and Bi2j2 are assumed to be

independent. Moreover, σij , zij,0 > 0, µij ∈ R∗.

The solution of (II.4) is

zij,t = zij,0 exp

((
µij −

1

2
σ2
ij

)
t+ σijBij,t

)
.

2. The random time τij of the arrival of a cyber attack

affecting the subunit j of firm i, is defined as

τij = inf{t ≥ 0|Nij,t ≥ 1}, (II.5)

where Nij,t is a point process, whose intensity will

be defined later.

3. δij is a random time representing the duration of

an infection.

4. We introduce the process πij , taking values in [0, 1],

such that at each time t during the infection, the

firm loses a random fraction πij,t of its revenue.

Therefore, the firm’s revenue zij,t evolves as follows

zij,t =


zij,t if t < τij

(1− πij,t) zij,t if τij ≤ t < τij + δij

zij,t if t ≥ τij + δij

(II.6)

Moreover, (πij)(i,j)∈I , (Nij)(i,j)∈I , and (Bij)(i,j)∈I are

independent.

Let (i, j) ∈ I. In the above assumption, the constant

parameters σij (resp. µij) define the order of magnitude

(resp. the drift) of the growth fluctuations at the level

of a subunit. Regarding the point process Nij , the event

{Nij,t ≥ 1} corresponds to a successful breach caused

by an attack; otherwise, {Nij,t = 0}, means no attack

or the potential attack is blocked and no loss occurs at
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time t, t ≥ 0. The Ki-dimensional process (Nij)1≤j≤Ki

is potentially correlated. Moreover, the property on the

Brownian motion (Bij)ij means that inside the same

firm, the subunits’ revenues are correlated but different

firms’ revenues are not.

Finally, the process πij represents the severity (i.e.

the instantaneous random monetary loss) of the attack.

This loss may be potentially covered by an insurance

contract. It is a [0, 1]-value process because a cyber

attack is detrimental to the subunit, but its losses remain

capped at its potential earnings. The time-behavior of

the loss process may depend on the dynamics of the

epidemic, on the firm’s investments in cybersecurity, and

also on cyber insurance premium: the severity might

begin high when infection starts, and progressively drop

to zero (full recovery). Or, it could start slowly, peak,

and then decline. Having no explicit empirical input on

this feature, we limit ourselves in this work to the case

where the severity does not depend on time, so πij is

a random variable instead of a stochastic process. The

sequence (πij)ij are assumed independent and identically

distributed with common distribution fπ having support

in [0, 1], mean π⋆ and standard deviation σ2
⋆.

Example II.3 (Beta distribution). For the numerical

analysis, we will take πij ∼ B(απ, βπ) whose density

probability function is f(x;απ, βπ) = xαπ−1(1−x)β
π−1

B(απ,βπ)

for x ∈ [0, 1] where given the Gamma function Γ,

B(απ, βπ) = Γ(απ)Γ(βπ)
Γ(απ+βπ) .

If we are dealing with the whole portfolio (or a whole

sector or an entire economy), we can also derive the total

output O so that for all t ≥ 0,

Ot :=

H∑
i=1

Zi,t, (II.7)

where the individual firm output (revenue) is given by

Zi,t =

Ki∑
j=1

(
1− πij1τij≤t<τij+δij

)
zij,t.

We also note

FB := (FB
t )t≥0, (II.8)

the natural filtration of (Bij)(i,j)∈I .

B. The impact of cyberattack on insurance

portfolio

Based on the description of the attack at the

policyholder level, the insurance company is interested

in aggregating these risks. We focus on the total claims

of the cyber event for the insurance company over a

period. For a policyholder experiencing a cyber attack,

each day spent infected results in financial losses: their

revenue decreases. The insurance company potentially

compensates a part (or all) of these losses. Consider the

policyholder i ∈ {1, . . . ,H}. For all j ∈ {1, . . . ,Ki},
recall the dynamics of the subunit’s revenue without and

with the cyber risk zij and zij respectively in (II.4) and

in (II.6). We thus write the following definition.

Definition II.4. For 1 ≤ i ≤ H, the process ci,

corresponding to the instantaneous claim for policyholder

i at time t ≥ 0, is defined as

ci,t := −
Ki∑
j=1

(zij,t − zij,t) . (II.9)

This represents the sum of the differences in income
for each sub-unit, with and without a cyberattack. An
explicit expression of this cost is straightforward using
the definition of subunit revenue in (II.6). We have

ci,t =

Ki∑
j=1

zij,0πij1τij≤t<τij+δij exp

((
µij −

1

2
σ2
ij

)
t+ σijBij,t

)
.

(II.10)

In order to measure the feedback on the financial

nature of the attack, we introduce a widely used metric

in catastrophe risk modeling: the Aggregate Exceedance

Probability (AEP) [18, 24]. It is the probability that the

sum of losses over a period exceeds a certain amount. In

general, AEP is computed on one year, but we consider

here an instantaneous version.

Definition II.5. For t, u ≥ 0, the Aggregate Exceedance

Probability in the period [t, t+ u) is

AEP[t,t+u)(x) := P

(
H∑
i=1

Ci,[t,t+u) > x

)
,

for all x ≥ 0 and where for all 1 ≤ i ≤ H,

Ci,[t,t+u)

:=

∫ t+u

t

ci,sds

=

Ki∑
j=1

zij,0

∫ (t+u)∧(τij+δij)

t∨τij

πije
(µij− 1

2
σ2
ij)s+σijBij,sds,

(II.11)

is the total claim of firm i between t and t+ u.

However, not all the policyholders are experiencing

cyber losses at time t. Precisely, let us note

I⋆
[t,t+u) =

i if

Ki∑
j=1

1t≤τij<t+u ≥ 1

 , (II.12)
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the set of policyholders that contains at least one subunit

infected in the period [t, t + u). Clearly the cardinal

|I⋆
[t,t+u)| ≤ H firms. Then a simplified expression of AEP

can be written as

AEP[t,t+u)(x) := P

 ∑
i∈I⋆

[t,t+u)

Ci,[t,t+u) > x

 , (II.13)

Remark II.6. In the very special case where all the

claims (Ci,[t,t+u))i∈I⋆
[t,t+u)

are homogeneous, in the sense

that they have the same cumulative distribution function

FC1,[t,t+u)
, we can obtain a simplified expression of AEP

using convolution. We have

AEP[t,t+u)(x) = P

 ∑
i∈I⋆

[t,t+u)

Ci,[t,t+u) > x


= 1− P

 ∑
i∈I⋆

[t,t+u)

Ci,[t,t+u) ≤ x


= 1− F

(|I⋆
[t,t+u)|)

C1,[t,t+u)
(x),

where |I⋆
[t,t+u)| denotes the cardinal of the set I⋆

[t,t+u),

and for m ∈ N∗, F
(m)
C1,[t,t+u)

(x) is the m-fold convolution

of FC1,[t,t+u)
(x), defined as

F
(m)
C1,[t,t+u)

(x) =

∫ x

0

F
(m−1)
C1,[t,t+u)

(x− y) dP(C1,[t,t+u) ∈ dy).

Other metrics to quantify the impact of the attack on

the portfolio are the quantiles of the total portfolio loss.

For a cyber episode lasting until date T ≥ 0, the total

loss CT of the portfolio on [0, T ] is given by

CT :=

H∑
i=1

(∫ T

0

ci,tdt

)
, (II.14)

where for each 1 ≤ i ≤ H,∫ T

0

ci,tdt =

Ki∑
j=1

zij,0πij

∫ (τij+δij)∧T

τij∧T

e(µij− 1
2
σ2
ij)s+σijBij,sds,

(II.15)

is the total claim for firm i. All these metrics require to

know the distribution of the processes (ci,t)t for each i.

The sources of randomness of the latter are from (Bij,t),

(Nij,t), and (πij). Even if assuming (πij,t) deterministic,

(ci,t)i,t would not have an explicit distribution, since it is

the sum of integral of log-normal with random bounds.

We will return to this point later.

In order to evaluate the impact of cyber incidents on

an economy (using (II.7)) or on an insurance portfolio

(using (II.13)), one need to describe the arrival of

cyber contagion or in other words, the dynamics of

the process (Nij)ij . Early works such as [31] or [36]

model the arrival of cyberattacks using (in)homogeneous

Poisson processes. Thereafter, [7] and [8] show that

Hawkes processes are particularly suitable to capture

the contagion phenomena, the clustering, and the

autocorrelation of the arrival times of cyber incidents.

Last but not least, by noting that a cyber incident

and a biological epidemic have similar characteristics,

[22] and [23] use compartmental epidemiological models

to describe cyber contagion by linking the hazard rate

function of arrival times with the dynamics of infected

individuals. This paper follows the latter approach.

III. THE CONTAGION MODEL

As mentioned by [22] and [23], and as suggested

by Figure 1 (from the 2025 Ransomware & Cyber

Threat Report of GuidePoint Security’s Research

and Intelligence Team’s [GRIT]), biological epidemics

and cyber contagion episodes have fairly similar

characteristics. Much like certain contagious biological

outbreaks, a firm (just as a person) could be susceptible

i.e. not yet infected but vulnerable if exposed to an

infectious firm, infected i.e. affected by the malware

and which can transmit, and removed or recovered i.e.

whose systems are cured, secured, or patched. Moreover,

when examining the dynamics of companies infected by

the LockBit ransomware between May and July 2024

on Figure 1a, the number of infections starts out low,

then escalates rapidly until it reaches a peak, before

beginning to decline. Finally, just as in-household

and out-household infection rates are different in the

context of biological epidemics, the same applies to cyber

epidemics when companies are viewed as collections of

interconnected subunits. Subsidiaries of a given company

are, by nature, more interconnected together than with

external organizations.

A. The model

To model the infection process within a firm, we adapt

the SIR for households proposed by [12]. Precisely,

we extend their deterministic SIR into a stochastic SIR

in the sense that the model parameters are no longer

deterministic but instead follow a Cox–Ingersoll–Ross

dynamic. As [22], we assume that contagion does not

come from inside the portfolio itself, but from the outside,

so that the spread of the attack is defined as a global

level. We view a cyber infectious event in a fully
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(a) Number of infected from LockBit reported from May to

July 2024 (Date in days on the x-axis and number of

companies attacked on the y-axis)

(b) Most Impactful Ransomware in 2024 (the date in

months on the x-axis and the number of companies attacked

on the y-axis)

FIG. 1: GRIT 2025 Ransomware & Cyber Threat

Report (see [19])

susceptible firm of size k ∈ {1, . . . ,K} as a splitting

process generating a infected firm of size j, where 1 ≤
j ≤ k and a remaining susceptible firm of size k − j.

Let sj , ij and rj denote the number of firms susceptible,

infected, and removed, of size j, where 1 ≤ j ≤ K. The

quantity K, introduced in Equation (II.3), represents the

maximal size of a firm. We denote

• hj = sj + ij + rj equals to the total number of

current firms of size j;

• h =
∑K

j=1 hj as the total number of firms;

• The total population (number of subunits) is given

by n =
∑K

j=1 jhj .

Rather than working with the number of

susceptible/infected/removed firms which are integers

and not fully adapted to the ODE, we introduce for

all 1 ≤ j ≤ K, Sj := sj/h, Ij := ij/h, Rj := rj/h,

and Hj := hj/h the fraction of susceptible, infected,

removed, and all firms of size j respectively. We thus

write the average size of firm as

N =

K∑
j=1

jHj . (III.1)

Let us now describe how the cyber-infection spreads into

the subunits. Let j range from 1 to K.

1. If an initial infection is brought into a susceptible

firm of size j, secondary infections will occur inside

the firm.

2. Each of the remaining j − 1 firm members can get

infected with equal probability a. This represents

the ”in-firm” infection rate.

3. The probability that a primary infection in a firm

of size j generates in total k infections inside this

firm is bj,k, where 1 ≤ k ≤ j.

4. The secondary infections give rise to a splitting of

the initial firm of size j into a new, fully infected

firm of size k and another still susceptible firm of

size j − k.

5. An infected firm of size k recovers with a rate γk
and contributes to the overall force of infection

between different firms.

6. βk is the ”out–firm” infection rate which refers to

infection events occurring between different firms

and hence outside a given single firm.

One initial Susceptible firm of S5

1 32 4 5

b5,2

One Infected firm of I2

1 3

One Susceptible firm of S3

2 4 5

One Recovered firm of R2

1 3

γ2

Other Susceptible firms of Sj

β2

FIG. 2: Infection and Splitting: S5 → I2 + S3

The graph in Figure 2 above gives an example where k =

5 and j = 2. We summarize and precise these features in

the following assumption.

Assumption III.1. The dynamic system governing the

dynamics of the susceptible, infected and removed firms
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of size k reads as

dSk,t

dt
= Yt

−kSk,t +

K∑
j=k+1

jSj,t · bjj−k,t

 , (III.2a)

dIk,t
dt

= −γk,tIk,t + Yt

K∑
j=k

jSj,t · bjk,t, (III.2b)

dRk,t

dt
= γk,tIk,t, (III.2c)

where

Yt =
1

Nt

K∑
k=1

βk,t · kIk,t, (III.3)

is the total force of infection – the instantaneous risk

that a susceptible individual becomes infected. Let us

note the set of parameters

Ψ := {β1, . . . , βK , γ1, . . . , γK ,

b11, . . . , b1K , b21, . . . , bK−1K , bKK} .

We then have 2K + K2 model parameters. For each

parameter φ ∈ Ψ, we assume that the [0, 1]-valued

process φ = 1
1+e−φ̃ ∈ [0, 1] where φ̃ evolves according

to

dφ̃t = κφ(µφ − φ̃t)dt+Σφ

√
φ̃tdWφ,t (III.4)

with the constants µφ ∈ R, Σφ > 0, and κφ, φ0 ≥ 0.

Moreover, (Wφ)φ∈Ψ is a 2K+K2-dimensional Brownian

motion.

Remark III.2. In this SIR model, the total population

N =

K∑
k=1

k(Sk + Ik +Rk),

defined in (III.1), is conserved i.e. for all t ≥ 0, Nt = N0.

From here on, we will write N0 instead of Nt to refer to

the total population.

We could have used a SIRS model that allows an

infected-and-removed unit to become susceptible again

and be reinfected, but we can ignore this feature since

we are dealing with a short-lived cyber incident. In other

words, there is not enough time for a unit to be infected

multiple times.

The details on the deterministic version of this

model are detailed in [12]. The stochasticity in

the epidemiological model is motivated by the fact

that fluctuations in the environment affect models’

parameters. Several works in the literature introduce

randomness by simply transforming the model from

a system of ODEs to a system of SDEs. This

implies that the randomness comes from a single

parameter (for example on transmission coefficient

between compartments for [26] or on the the decay rate of

immunity for [9]). The resulting form of this alternative

are described in Appendix A.

However, since all the parameters can be subject

to environmental variability, it appears more natural

to consider each parameter having its own stochastic

dynamics.

Remark III.3 (Feller condition). For φ ∈ Ψ, according

to (III.4), φ̃ follows a Cox-Ingersoll-Ross process (see [11]

for details). This ensures that φ is a R+-value process.

Precisely,

• for φ0 > 0, the process will never touch zero, if

2κφµφ ≥ Σ2
φ;

• otherwise it can occasionally touch 0.

Let t ≥ 0, given φ0, we also have

E[φ̃t|φ0] = φ0e
−κφt + µφ(1− e−κφt),

and

V[φ̃t|φ0] = φ0

Σ2
φ

κφ

(
e−κφt − e−2κφt

)
+

µφΣ
2
φ

2κφ

(
1− e−κφt

)2
.

We define the (right continuous and complete)

filtration FW = (FW
t )t≥0 on the set of parameters as:

for t ≥ 0,

FW
t := σ ({Wφ,s, s ≤ t and φ ∈ Ψ}) . (III.5)

Remark III.4. For the numerical analysis,

the infections inside the firm is modeled by a

Bernoulli-process with in-firm attack rate (infection

probability) a ∈ [0, 1], the total number of infected

people inside the firm follows a binomial distribution,

namely, for 1 ≤ j, k ≤ K,

bjk =

(
j − 1

k − 1

)
ak−1(1− a)j−k. (III.6)

Next, we also assume that a = 1
1+e−ã ∈ [0, 1] where

the process ã is governed by a CIR dynamics. This

assumption reduces the dimension of the set Ψ from 2k+

k2 to 2k + 1 (namely Ψ := {a, β1, . . . , βK , γ1, . . . , γK}),
and ease the calibration process.

B. Existence and uniqueness of the nonnegative

solution

This section is dedicated to the existence and

uniqueness result of a nonnegative solution to the system

(III.2a)-(III.2b)-(III.2c).
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When s, i, r ∈ RK
+ , we first consider the feasible region

Γ defined as follows:

Γ :=

{
(s, i, r) ∈ R3K

+

∣∣∣∣∣
K∑

k=1

k(sk + ik + rk) ≤ N0

}
,

(III.7)

where N0 is the average size of firm defined in eq. (III.1).

The following theorem is inspired by [26].

Theorem III.5 (Existence and uniqueness). Consider

the system (III.2a)-(III.2b)-(III.2c).

1. For ω ∈ Ω, t0 ≥ 0, and for any initial

value (St0 , It0 , Rt0) ∈ Γ, there is a unique global

solution (St(ω), It(ω), Rt(ω))t≥t0 in Γ of system

(III.2a)-(III.2b)-(III.2c).

2. S, I, and R are FW -adapted.

Proof. The differential system (III.2a)-(III.2b)-(III.2c) is

an ordinary differential equation (ODE) with stochastic

coefficients sometimes abusively called stochastic

differential equation (SDE).

1. Consider the ”associated” deterministic ODE i.e.

the one associated with a fixed sample path. For a

fixed ω ∈ Ω, the system becomes

dSk,t

dt
= Yt

−kSk,t +

K∑
j=k+1

jSj,t · bjj−k,t(ω)

 ,

(III.8a)

dIk,t
dt

= −γk,t(ω)Ik,t + Yt

K∑
j=k

jSj,t · bjk,t(ω), (III.8b)

dRk,t

dt
= γk,t(ω)Ik,t, (III.8c)

where

Yt =
1

N0

K∑
k=1

βk,t(ω) · kIk,t. (III.9)

The system can be rewritten in the following form

(Ṡ, İ, Ṙ) = F (S, I,R, ω),

where F (S, I,R, ω) corresponds to the right hand

side of the system (III.8a)-(III.8b)-(III.8c). The

function F is locally Lipschitz continuous, for any

given initial value (St0 , It0 , Rt0) ∈ R3K
+ : according

to Picard-Lindelöf theorem, there is a unique local

solution (St, It, Rt) on t ≥ t0, for any t0 ≥ 0.

From (III.8b), we have

dIk,t
dt

= −γk,t(ω)Ik,t + Yt

K∑
j=k

jSj,t · bjk,t(ω)

≥ −γk,t(ω)Ik,t,

then

dIk,t
Ik,t

≥ −γk,t(ω)dt,

which implies that

Ik,t ≥ Ik,t0 exp

(
−
∫ t

t0

γk,s(ω)ds

)
≥ 0.

From (III.8c), by noticing that
dRk,t

dt ≥
−αk,t(ω)Rk,t, and from (III.8a), by noticing

that Yt ≤ 1 and
dSk,t

dt ≥ −kSk,t, we also conclude

that Sk,t ≥ 0 and Rk,t ≥ 0. However, from

Theorem III.2, for t ≥ 0, Nt = N0. This means

that both forward limit and backward limits (i.e.

limt→+∞Nt and limt0→0 Nt as defined in [10]) of

Nt are bounded consequently the local solution

can be extended to a global one and belongs to Γ.

2. When a solution exists, the second item is

straightforward. Since each coefficient φ ∈ Ψ

satisfy Lipschitz and linear growth conditions,

there exists an unique strong solution, namely,

φ̃t = φ0e
−κφt + µφ

(
1− e−κφt

)
+Σφ

∫ t

0

e−κφ(t−s)
√
φ̃s dWφ,s, for all t ≥ 0

(III.10)

which is F-adapted. Therefore all coefficients

φ of the system (III.2a)-(III.2b)-(III.2c) are

FW -adapted, whose unique solution (S, IR) is also

FW -adapted.

It can also be noted that the region Γ is positively

invariant of our stochastic model equation.

To analyze the spread of the cyber attack, we can

introduce additional quantities such as the prevalence i.e.

the fraction of recovered subunits,

P :=
1

N0

K∑
k=1

kRk, (III.11)

and the peak i.e. the maximum of total number of

infected subunits,

J := max
t≥0

K∑
k=1

kIk,t. (III.12)
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Also in epidemiology modeling literature, the basic

reproduction number is the number of new infections

produced by a typical infective individual in a population

at a Disease Free Equilibrium (DFE), the state at which

a population remains in the absence of disease. It is used

to determine if the disease always dies out (after some

time) or if it persists (around an endemic equilibrium).

When the model parameters are constant, [12] shows that

the basic reproduction number R0 is

R0 =

K∑
i=1

i
βi

γi

K∑
m=i

mSm

N0
· bm,i. (III.13)

Moreover, some works such as [20, 34] show that, if

the model admits a DFE, then the latter is locally

asymptotically stable if R0 < 1. Similar results exist

for the stochastic case but where the randomness is

introduced by using a system of SDE instead of a system

of ODE (see [26]). The following theorem provides a basic

reproduction number and a local stability condition in

the dynamic contagion model developed in this paper.

Theorem III.6 (Necessary condition for the local

stability). Let t ≥ 0. If

Rmax,t :=

[
max

1≤k≤K

βk,t

γk,t

] K∑
i=1

i

K∑
m=i

mSm,t

N0
· bmi,t < 1,

(III.14)

then

d log Jt
dt

< 0.

Proof. Let t ≥ 0, from (III.12), we have

J′t =

K∑
k=1

kI ′k(t)

=

K∑
k=1

k

−γk,tIk,t + Yt

K∑
j=k

jSj,t · bjk,t

 ,

By taking the Itô’s formula

d log Jt

dt
=

dJt

dt

1

Jt

= − 1

Jt

K∑
k=1

kγk,tIk,t + Yt

K∑
k=1

k

K∑
j=k

jSj,t · bjk,t

= − 1

Jt

(
K∑

k=1

kγk,tIk,t

− 1

N0

K∑
k=1

βk,t · kIk,t
K∑
i=1

i

K∑
m=i

mSm,t · bmi,t

)

= − 1

Jt

K∑
k=1

kγk,tIk,t

(
1− βk,t

γk,t

K∑
i=1

i

K∑
m=i

mSm,t

N0
· bmi,t

)

= −
K∑

k=1

kγk,tIk,t
Jt

(1−Rk,t) .

where we denote

Rk,t :=
βk,t

γk,t

K∑
i=1

i

K∑
m=i

mSm,t

N0
· bmi,t. (III.15)

With Rmax defined in (III.14), we have

Rk,t ≤ Rmax,t.

Therefore 1−Rmax,t ≤ 1−Rk,t and since
−kγk,tIk,t

Jt
≤ 0,

we have

d log Jt
dt

≤ −
K∑

k=1

kγk,tIk,t
Jt

(1−Rmax,t) ,

which is negative when Rmax,t < 1.

In addition, if R∞ := maxt≥0{Rmax,t} < 1, we can

easily show that there exists h < 0 such that

lim sup
T→+∞

log Jt
T

≤ h. (III.16)

Remark III.7. We can also make the following remarks:

• In our framework, Rmax,t (respectively R∞)

represents the local (respectively global) basic

reproduction number.

• In addition to the model parameters, both Rmax,t

and R∞ can depend on the trajectories of

susceptible subunits (Sm,t)1≤m≤K,t≥0. When
βk,t

γk,t

is independent of k and t and bmi,t independent of t

as in [12], we retrieve exactly the expected R0 given

in (III.13).

• It is obvious that J ≥ 0 and Theorem III.5 implies

that J′ < 0 therefore the total number of infected

subunits strictly decreases locally with time, or in

other words, the epidemic is set to disappear.
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• Better, (III.16) means that J almost surely

converges exponentially to 0 or the epidemic

disappears exponentially.

• These results mean that the contagion-free

equilibrium point, if it exists, is locally

asymptotically stable.

IV. FROM THE STOCHASTIC SIR TO THE

IMPACT ON AN INSURANCE PORTFOLIO

Once the cyber contagion model is described, we

are interested in the following questions concerning the

distribution of the subunits’ and firm’s sizes, as well as

the impact of the cyber contagion on the firm size growth,

on a cyber insurance portfolio and more generally on

the economy growth. Recall from (II.1) and (II.6), the

revenue Zi,t of firm i ∈ {1, . . . ,H} at time t ≥ 0, satisfies

Zi,t =

Ki∑
j=1

zij,t =

Ki∑
j=1

(
1− πij1τij≤t<τij+δij

)
zij,t

where τij is the first arrival time of the point process

Nij and δij is the random recovery time. The arrival of

a cyber attack can come either from outside or from a

sister subunit. We thus have the following assumption.

Assumption IV.1. For (i, j) ∈ I and t ≥ 0, we assume

Nij,t := N0
ij,t + 1{

N0

ij,τ
−
i

=0

}1{t≥τi}Uij ,

where

• (N0
ij)ij is a sequence of independent Cox processes

with common intensity Y defined in (III.3).

• τi is a stopping time so that

τi := inf

{
t > 0 :

Ki∑
k=1

N0
ik,t ≥ 1

}
. (IV.1)

• And (Uij)ij is a sequence of iid Bernoulli random

variables with probability aτi .

Let (i, j) ∈ I and t ≥ 0, the previous assumption

comes from the fact that the infection of j can come

from inside or outside the firm i.

• When the infection of j comes from outside between

t and t+ dt, its probability is

Ytdt

where Yt is the force of infection defined

in (III.3). In other words, the arrival of

successful cyberattacks from outside N0
ij,t satisfies

E[N0
ij,t+dt − N0

ij,t|FW
t ] = Ytdt recalling that Y is

FW -adapted (with FW introduced in (III.5).

• When there exists at least one sister subunit of j

infected from outside at time t i.e. Ki > 1 ans∑Ki

k=1 N
0
ik,t ≥ 1, and if the subunit j is not infected

from outside at the time τi i.e. 1{
N0

ij,τ
−
i

=0

}, then it

may have an internal contagion Uij with probability

aτi where a is a process defined in Assumption III.1.

For each firm 1 ≤ i ≤ H, if Ki > 1, the vector of

point processes (Nij)1≤j≤Ki
is strongly correlated. We

describe in the following proposition the marginal law of

first jump of subunit j, namely τij defined in (II.5).

Proposition IV.2. For (i, j) ∈ I, if Ki ≥ 2, then the
conditional marginal cdf function of τij is

Fij(t) = P[τij ≤ t]

= 1− e−KiΛt − (Ki − 1)e−Λt

∫ t

0

Yse
−(Ki−1)Λs(1− as)ds,

(IV.2)

for all t ≥ 0 and where Λt :=
∫ t

0
Ysds.

Proof. Let (i, j) ∈ I and t ≥ 0. If Ki = 1, there is not

internal contagion. We directly have

P[τij > t|FW
t ] = P[N0

ij,t = 0|FW
t ] = e−Λt .

If Ki ≥ 2, knowing that {τij > t} = ({N0
ij,t = 0} ∩ {τi >

t}) ∪ ({N0
ij,t = 0} ∩ {τi ≤ t} ∩ {Uij = 0}) where {N0

ij,t =

0} ∩ {τi > t} and {N0
ij,t = 0} ∩ {τi ≤ t} ∩ {Uij = 0} are

disjoint, we have

P[{N0
ij,t = 0} ∩ {τi > t}|FW

t ] = P
[
∩Ki

k=1{N
0
ik,t = 0}|FW

t

]
= e−KiΛt ,

where the last equality comes from the fact
(
N0

ik

)
ik

are

iid conditionally to FW
t . We also have

P
[
{N0

ij,t = 0} ∩ {τi ≤ t} ∪ {Uij = 0}|FW
t

]
= P

[
N0

ij,t = 0, τi ≤ t, Uij = 0|FW
t

]
=

∫ t

0

P
[
N0

ij,t = 0, τi ∈ ds|FW
t

]
(1− as),

where for 0 ≤ s ≤ t, 1 − as = P[Uij = 0]

because τi = s. However, P
[
N0

ij,t = 0, τi ∈ ds|FW
t

]
=

P
[
N0

ij,t = 0|FW
t

]
P
[
τi ∈ ds|N0

ij,t = 0,FW
t

]
. With

P
[
N0

ij,t = 0|FW
t

]
= e−Λt ,

and

P
[
τi ∈ ds|N0

ij,t = 0,FW
t

]
=

d

ds
P
[
τi ≤ s|N0

ij,t = 0,FW
t

]
= − d

ds
P
[
∩Ki

k=1,k ̸=j{N
0
ik,t = 0}|FW

t

]
= − d

ds
e−(Ki−1)Λs

= (Ki − 1)Yse
−(Ki−1)Λs .
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Therefore,

P
[
{N0

ij,t = 0} ∩ {τi ≤ t} ∪ {Uij = 0}|FW
t

]
=

∫ t

0

(Ki − 1)Yse
−(Ki−1)Λs(1− as)e

−Λtds.

Finally

P[τij > t|FW
t ] = e−KiΛt

+ (Ki − 1)e−Λt

∫ t

0

Yse
−(Ki−1)Λs(1− as)ds,

and the conclusion follows.

Remark IV.3. From (IV.2), we can make the following

remarks:

1. The right term does not depend on the subunit so

that the marginal distributions of first jump of all

the subunits of the same firm are identical. We

will note Fi the cumulative distribution function,

instead of Fij .

2. For a fixed firm i at a fixed date t, the function

a 7→ Fi(t) is not decreasing: the probability

that a subunit becomes infected increases with the

probability of internal contagion.

3. For a fixed firm i at a fixed date t, if the function
Ki 7→ (Ki − 1)Λs − 1 is negative for all 0 ≤ s ≤ t,
then the function Ki 7→ Fi(t) is non-decreasing. In
fact, by differentiating the function Ki 7→ Fi(t), we
get

dFi(t)

dKi
= Kie

−KiΛt

− e−Λt

∫ t

0

Yse
−(Ki−1)Λs(1− as)ds,

+ (Ki − 1)e−Λt

∫ t

0

ΛsYse
−(Ki−1)Λs(1− as)ds,

= Kie
−KiΛt

+ e−Λt

∫ t

0

[(Ki − 1)Λs − 1]Yse
−(Ki−1)Λs(1− as)dt.

This means that the probability that a subunit

becomes infected increases with the number of

subunits. This is obvious in particular when the

process (Λt) is bounded by 1
K−1 .

4. For all firms with the same size (number of

subunits), all their subunits have the same

probability to be infected at a given time.

5. Let 1 ≤ i ≤ H and t ≥ 0. Because

P
[
∩Ki

k=1{Nik,t = 0}|FW
t

]
= P

[
∩Ki

k=1{N
0
ik,t = 0}|FW

t

]
= e−KiΛt ,

the probability that at least one subunit of firm i

gets infected is 1−e−KiΛt which increases with Ki.

Therefore, the vulnerability of firms increases with

their size.

The marginal laws (Fi) are obviously FW−adapted

because a and Y are. In order to fully determine the

firm revenue (see (II.1)) and firm claims (see (II.9))

under cyber attack, we need to characterize the random

recovery time (δij) introduced in Assumption II.2. Given

that we introduce the recovery rate of each group in

the SIR mode in Theorem III.1, we have the following

assumption.

Assumption IV.4. For (i, j) ∈ I, we assume that

δij =
1

γi,τij
. (IV.3)

This is motivated by the fact that when the recovery

times of infected individuals are modeled as independent

exponentially distributed random variables, the recovery

rate is equal to the inverse of the expected recovery time

(see [12]).

Moreover, we define the filtration G = (Gt)t≥0 by

Gt = σ
(
FB

t ∪ FW
t ∪ σ {πij,s, Nij,s : s ∈ [0, t] and (i, j) ∈ I}

)
,

(IV.4)

where FB
t and FW

t are defined in (II.8) and in (III.5)

respectively.

Remark IV.5. It is straightforward that the subunit

revenue (zij)(i,j)∈I , the total revenue of the portfolio O,

and the firm’s claims (ci,t)1≤i≤H , defined respectively in

(II.6), (II.7), and (II.9) are G-adapted.

With the knowledge of (τij)ij and (δij)ij , it is now

possible to compute the costs of cyber-events at the

firm level (ci)i from (II.10) and at the portfolio level

AEP from (II.13). But let us note that other insurance

portfolio measures can be studied, and in particular, the

impact of reaction and remediation measures as in [22]

(see Remark A.1).

From (II.9), we can identify 4 sources of randomness

in the cost functions c, C, or AEP. The first one is

the Brownian motion B governing the economic risk

and represented by FB . The second one is the random

coefficients of SIR represented by FW , the third one

is the random arrivals (τij) of cyber attacks, and the

last one is their random severity π. In fact, all these

quantities have a ”systemic part” which is F coming from

the cyberattack and an ”idiosyncratic/economic part”

which are (Nij,t), (πij), (Bij,t). If we assume that the

insurer ignore the idiosyncratic/economic risk and only

deals with the cyber risks i.e. we may focus on FW as the

only source of randomness and ignore the economic part

by taking the expectation conditional to the systemic

factor.
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This introduces the following version of AEP without

the idiosyncratic risk (that we will use in application), a

conditional AEP,

ÂEP[t,t+u)(x) := P

(
H∑
i=1

Ĉi,[t,t+u) > x

)
. (IV.5)

where for 1 ≤ i ≤ H and t ≥ 0, the expected loss

conditionally to the random SIR factors up to to t, FW
t :

Ĉi,[t,t+dt] := E[Ci,[t,t+dt]|FW
t ],

where Ci,t is defined in (II.11). The following proposition

gives an explicit expression of Ĉi,[t,t+dt].

Proposition IV.6. For 1 ≤ i ≤ H and t, u ≥ 0,

Ĉi,[t,t+u) = π⋆

Ki∑
j=1

zij,0
µij

∫ +∞

0

1s(v)≤s(v)

×
(
eµijs(v) − eµijs(v)

)
dFi(v), (IV.6)

where Fi in (IV.2), and where s : v 7→ t ∨ v and s : v 7→
(t+ u) ∧ (v + 1

γi,v
).

Proof. Let 1 ≤ i ≤ H and t, u ≥ 0. From the explicit

expression of the claims between t and t + u given in

(II.11), we have:

Ĉi,[t,t+u) = E[Ci,[t,t+u) | FW
t ]

= E
[ Ki∑

j=1

zij,0

∫ (t+u)∧(τij+δij)

t∨τij

πij

× e(µij− 1
2σ

2
ij)s+σijBij,sds

∣∣∣∣FW
t

]
=

Ki∑
j=1

zij,0E
[ ∫ s(τij)

s(τij)

πij

× e(µij− 1
2σ

2
ij)s+σijBij,sds

∣∣∣∣FW
t

]
=

Ki∑
j=1

zij,0E[πij ]

× E
[ ∫ s(τij)

s(τij)

e(µij− 1
2σ

2
ij)s+σijBij,sds

∣∣∣∣FW
t

]

where the last equality comes from Assumption IV.4.

Using the cdf Fi of τij in (IV.2), and knowing that

E[πij ] = π⋆ and that (Bij) are independent and

independent of FW
t , we then have

E
[ ∫ s(τij)

s(τij)

e(µij− 1
2σ

2
ij)s+σijBij,sds

∣∣∣∣FW
t

]
=

∫ +∞

0

∫ s(v)

s(v)

E
[
e(µij− 1

2σ
2
ij)s+σijBij,s

]
dsdFi(v)

=

∫ +∞

0

∫ s(v)

s(v)

eµijs dsdFi(v)

=

∫ +∞

0

1s(v)≤s(v)

(
eµijs(v) − eµijs(v)

)
dFi(v),

for all 1 ≤ j ≤ Ki. With the definitions of s and s

provided in the proposition, the result follows.

Finally, we can easily have the expected output of the

whole economy E[Ot], where Ot defined in (II.7).

V. NUMERICAL ANALYSIS AND DISCUSSION

This section describes the data for parameter

calibration and estimation, outlines the calibration

methods and comments on the estimated parameters,

and finally presents the simulation methodology and

discusses the results.

A. The dataset

1. Firm’s data

The dataset [30] contains H = 2, 929 firms located in

the Ile-de-France region. For each firm i, we know its

sector of activity (using NAF classification as in [25])

as well as its annual revenue from 2010 to 2022. By

using the methodology described in Section VB1, we

compute Ki for each firm i and z0,ij , µij as well as σij

for each subunit j of firm i. We can check that the

number of subunits is distributed according to Zipf law

(see Figure 15a and Figure 15b) over the entire dataset.

Table I indicates the number of firms per number of

subunits and per sector. The maximum firm size is

K = 12.

2. Cyber contagion data

Each quarter, the GuidePoint Security’s Research

and Intelligence Team publishes a Ransomware and

Cyber Threat Insights (see [19] for the year 2024).

This report summarizes cyber crime incidents, mainly

ransomware attacks, that occurred during the year.

Data collected are obtained from publicly available
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Number of subunits 1 2 3 4 5 6 7 8 9 10 11 12

Agriculture, forestry and fishing 21 1 0 0 0 0 0 0 0 0 0 0

Mining and quarrying; Water supply;

sewerage, and waste management

11 4 0 0 0 1 0 0 0 0 0 0

Manufacturing industry 249 51 20 7 2 2 1 1 3 1 2 0

Construction 433 62 30 11 7 4 3 5 2 1 0 1

Wholesale and retail trade; repair of motor

vehicles and motorcycles

619 80 42 18 11 7 4 1 1 1 2 2

Transport and storage 141 32 8 3 8 2 0 1 1 0 0 1

Accommodation and food 141 14 1 0 2 0 0 1 0 1 0 0

Information and communication 67 5 5 4 2 0 3 0 1 0 0 0

Financial and insurance activities 57 2 0 2 1 1 0 0 1 0 0 0

Real estate activities 45 10 2 2 2 0 0 1 0 1 0 0

Professional, scientific, technical , and

Administrative and support service

317 31 22 6 1 2 1 0 1 2 0 0

Primarily non-market services 47 12 1 1 0 1 0 2 1 0 0 0

Other service activities 115 8 7 7 2 0 1 1 0 0 0 0

Total 2263 312 138 61 38 20 13 13 11 7 4 4

TABLE I: Number of firms per size (number of subunits) and per sector

resources, including the sites and blogs of threat groups

themselves. Figure 1b and Figure 14 summarize,

respectively, the most impactful ransomware groups

and the most impacted industries in 2024. For this

numerical analysis, we calibrate the cyber episode on

the LockBit ransomware which, according to [19],

entered 2024 as the long-standing dominant ransomware

group with the highest tempo by victim, but the group

faced substantial disruption in the wake of February’s

international operation Cronos (see [16]).

The database gives the total infected per industry in

2024 for all the ransomware groups, the total infected per

group day for each group. However, it does not give the

number of infected per company size. We will build a

proxy as follows. We first divide the number of attacks

per sector by the total number of attacks to get the attack

rate per sector in 2024 (see Table 13). By multiplying

the latter by the total number of LockBit infections, we

obtain the average number of attacks per sector. Then,

based on the distribution of subsidiaries across sectors in

Table I, we derive an estimate of the number of infected

firms of varying sizes (see Figure 3). We are interested in

what happens between May 1, 2024 and July 31, 2024,

namely T = 100 days.

FIG. 3: Number of new firms infected per size each day

in may-june-july 2024 (Ik)

B. Calibration procedure

1. Calibration of the firms parameters

For the simulations, the portfolio consists of H firms,

with H = 2, 929. Let us assume that we know their

revenue Zi,t between year 1 and year T f ∈ N⋆. There
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are two possibilities: either we know the number of

subsidiaries and their revenue over the period, or we

have neither. Since the second option is more likely,

we will build a proxy for the number of subsidiaries and

their revenue. The empirical average of revenue in the

database is written as

Zt =
1

H

H∑
i=1

Zi,t. (V.1)

We are at date 1. We assume that companies with

revenues lower than Z1 have 1 subsidiary and the others

have more than one. This amounts to saying that for

i ∈ {1, . . . ,H},

Ki =

⌈
Zi,1

Z1

⌉
∈ N∗, (V.2)

where ⌈x⌉ is the smallest integer greater than or equal to

x. Therefore, for all j ∈ {1, . . . ,Ki}, we note

zij,t =
Zi,t

Ki
. (V.3)

Then the estimation of the Black Scholes parameters

(II.4), (σij)(i,j)∈I and (µij)(i,j)∈I , is given by

σyear
ij =

√√√√ 1

T − 1

T−1∑
t=1

(rij,t − rij,∗)2,

and

µyear
ij = rij,∗ +

1

2
(σyear

ij )2,

where rij,t := log
zij,t+1

zij,t
for 1 ≤ t ≤ T and rij,∗ :=

1
T−1

∑T−1
t=1 rij,t. Finally, since cyber events are tracked

on a daily frequency, we convert the annual parameters

to daily parameters by assuming 365 days. We have

σij =
σyear
ij√
365

and µyear
ij =

µyear
ij

365
.

As shown on Figure 15b, the parameters of the

distribution of the number of subunits (Zipf’s law

introduced in Equation (II.3)) are a = 1.759 and q =

0.784. The calibration of the Geometric Brownian

motion dynamics of the subsidiaries (specifically

parameters (µij) and (σij)) follows the straightforward

approach described in Section VB1. We use the

firms’ revenue dataset to calibrate the firms/subunit

characteristics. In Table II, we summarize the average

drift, the volatility, and the initial revenue, for each size.

2. Calibration of the contagion parameters

To calibrate the SIR parameters, we follow the

Optimization based on Forward Model Simulation

approach proposed by [6], which is detailed below.

We require the numbers of susceptibles and recovered

individuals in the beginning of the episode, and

–most importantly– the daily counts of new infections

throughout the epidemic.

From Section VB1, we determine K :=

maxi∈{1,...,H} Ki the maximum size of firms. Given

that the cyber episode spans 1 May-31 July 2024, we

denote U = 100 the number of days of the cyber attack,

we have {t0, t1, . . . , tU} the set of observation dates. For

calibration, we have from the dataset the daily detected

infections, (ik,tu)1≤k≤K,0≤u≤U . We reasonably assume

that the initial removed are zero i.e. (rk,t0 = 0)1≤k≤K .

We do not have the initial number of susceptible

population previously noted (sk,t0)1≤k≤K . We could

consider that they are model parameters.

But knowing that firm’s size of the insurance portfolio

follows a Zipf distribution whose parameter is already

known, we can simply consider that firm’s size of the

entire database (denoted hk,t0 = sk,t0 + ik,t0 + rk,t0 for

each k = 1 . . .K) also follows a Zipf law with parameters

a = 1.759 and q = 0.784 (see Equation (II.3)). Then,

given that h⋆ =
∑K

k=1 hk,t0 , determining the total

number of firms h⋆ is enough because for all k = 1 . . .K,

hk,t0 =

⌊
h⋆

1
ka∑K

j=1
1
ja

⌋
(V.4)

where ⌊x⌋ is the greatest integer less than or equal to x.

We then consider h⋆ as a model parameter.
For the SIR model, the main challenge consists in

calibrating the parameters in Ψ which are all stochastic.
Recall that for φ ∈ Ψ, from (III.10),

φ̃t = φ0e
−κφt + µφ

(
1− e−κφt)+Σφ

∫ t

0

e−κφ(t−s)
√

φ̃s dWφ,s.

We note

Θ := {φ0, µφ, κφ,Σφ;∀φ ∈ Ψ} ∈ (R+)
4×|Ψ|, (V.5)

recalling that for each parameter φ ∈ Ψ, κφ is the speed

of mean reversion, µφ is the long-term mean level, Σφ

is the volatility factor, and φ0 is the initial condition.

Then, for a given Θ ∈ (R+)
4×|Ψ|, we simulate M ∈ N∗

trajectories on {0, 1, . . . , U} i.e. (φm
tu)1≤m≤M,0≤u≤U for

all φ ∈ Ψ. We now calibrate the SIR model parameters.

We have at this stage 4 × (2K +K2) + 1 parameters to

determine, that is 673 because K = 12. This is large

relative to the limited data at hand. In order to simplify

and speed up the calibration, we make the following

additional assumptions.
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Ki 1 2 3 4 5 6 7 8 9 10 11 12

z0ij (in emillion) 4.70 5.99 6.99 6.69 7.30 8.98 7.49 5.40 6.70 6.61 10.03 9.82

σij × 103 12.69 12.30 10.91 9.70 16.16 8.16 19.03 26.31 8.64 12.71 4.92 4.79

µij × 103 0.19 0.37 0.28 0.26 0.56 0.24 1.12 1.45 0.36 0.28 0.33 0.27

TABLE II: subunits’ characteristics

1. As stated in Theorem III.4, (bj,k) is binomial with

in-firm attack rate a. Therefore we only need to

determine 4× (2K + 1) parameters.

2. All the SIR parameters (which are CIR process)

have the same mean reversion speed (κφ = κa)

and the volatility coefficient (Σφ = Σa) and the

long-term mean level is equal to the initial value

(µφ = φ0). Then we need to determine 2K + 4

parameters.

3. As state in [12], for each size, when the out-firm

reproduction number (βk/γk) is independent of

the firm size and the infections are parallel, the

recovery rate γk equals to the inverse of the

expected recovery time
∑k

j=1
1
j . We obtain

γk =
γ1∑k
j=1

1
j

and βk =
β1∑k
j=1

1
j

, (V.6)

where the last equality assumes that the decay

rate of immunity is independent of the firm size.

Therefore, it is enough to determine γ1 and β1. We

therefore need to calibrate six parameters: κa, Σa,

a0 γ1,0, β1,0, and h⋆. We now write

Θ := {κa,Σa, a0, γ1,0, β1,0, h⋆} . (V.7)

For 1 ≤ m ≤ M , we run the SIR model

using the following Euler scheme that produces

(Sm,sim
k , Im,sim

k , Rm,sim
k )1≤k≤K . We write for 0 ≤ t ≤

U − 1 and 1 ≤ k ≤ K,

Sm,sim
k,tu+1

− Sm,sim
k,tu

= −kY m,sim
tu Sm,sim

k,tu

+Y m,sim
tu

K∑
j=k+1

jSm,sim
j,tu

· bmjj−k,tu ,

Im,sim
k,tu+1

− Im,sim
k,tu

= −γm
k,tIk,tu + Y m,sim

tu

K∑
j=k

jSm,sim
j,tu

· bmjk,tu ,

Rm,sim
k,tu+1

−Rm,sim
k,tu

= γm
k,tuI

m,sim
k,tu

,

(V.8)

where

Y m,sim
tu =

1

N0

K∑
k=1

βm
k,tu · kIm,sim

k,tu
,

and Im,sim
k,t0

= Ik,t0 , R
m,sim
k,t0

= 0 and Sm,sim
k,t0

= Sk,t0 .

The optimal parameters Θ are the ones that minimize

the mean square error J2 defined as

J2(Θ) :=
1

M

M∑
m=1

Jm
2 (Θ), (V.9)

with Jm
2 (Θ) :=

∑K
k=1

∑U
t=0

∣∣∣Ik,t − Im,sim
k,t

∣∣∣2. The

procedure is summarized in Algorithm 1.

Algorithm 1 SIR Calibration

1: procedure SIR Calibration(K,U, (Ik,tu), a, q,M)

2: Input: Maximum firm size K, horizon of the

cyber-episode U , number of infected (ik,tu)1≤k≤K,0≤u≤U ,

Zipf law parameters a, q.

3: for all Θ = {κa,Σa, a0, γ1,0, β1,0, h⋆} do

4: Calculate the number of firms per size (hk,t0) using

(V.4), then the initial number of susceptible using (sk,t0 =

hk,t0 − ik,t0)

5: Calculate the total population N0 =∑K
l=1 k(Sk,t0 + Ik,t0).

6: Convert numbers of susceptible into susceptible

rates Sk,t0 =
sk,t0∑K

l=1
hk,t0

, and numbers of infected into

infection rates Ik,tu =
ik,tu∑K

l=1
hk,t0

.

7: Simulate M trajectories (φm
t )1≤m≤M,0≤t≤U for

each φ ∈ Ψ on {0, 1, . . . , U}.
8: for all (φm

tu)φ∈Ψ,0≤u≤U do

9: Simulate a forward SIR model with parameters

(φm
tu) and initial condition Im,sim

k,t0
= Ik,t0 , R

m,sim
k,t0

= 0,

Im,sim
k,t0

= Ik,t0 , as well as N0, and obtain daily time series

(Sm,sim
k , Im,sim

k , Rm,sim
k )1≤k≤K .

10: Compute the objective function Jm
2 (Θ).

11: end for

12: Compute the objective function J2(Θ).

13: end for

14: Determine the minimum and the minimizer Θ of J2.

15: Output: the parameters Θ =

(κa,Σa, a0, γ1,0, β1,0, h⋆).

16: end procedure

Table III summarizes the 6 calibrated parameters.

The total number of firms h⋆ to calculate the initial

population in each group summarized in Table IV.
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Initial recovery rate γ1,0 0.6782

Initial ”out–firm” infection rate β1,0 0.5471

Initial in-firm attack rate a0 0.3466

Volatility Σφ 0.0151

Mean reversion speed µφ 0.4474

Total population of firms h⋆ 14,210

TABLE III: The SIR model parameters

C. Estimation procedure of revenues and claims,

simulations, and discussion

We would like to calculate the Aggregate Exceedance

Probability at each time u, with u ∈ {0, 1, . . . , T}, as

introduced in (IV.5) i.e. for x ≥ 0,

ÂEP[u,u+1)(x) = P

 ∑
i∈I⋆

[t,t+u)

Ĉi,[u,u+1) > x

 ,

where the set of infected I⋆
[t,t+u) is defined in (II.12).

For a set of SIR parameters Θ, we simulate M

trajectories (Ψm)1≤m≤M (M = 10, 000 in this numerical

analysis) of the parameters Ψ using an exact simulation

method of CIR as in [1]. For each trajectory m of

parameters, we simulate the cyber contagion using the

Euler scheme for the SIR described in (V.8), with initial

condition Sm,sim
k,t0

= Sk,t0 , I
m,sim
k,t0

= Ik,t0 , and Rm,sim
k,t0

=

0 for 1 ≤ k ≤ K. We obtain for each scenario 1 ≤ m ≤
M , at each date 0 ≤ u ≤ T , and for each group 1 ≤ k ≤
K, the number of susceptible Sm,sim

k,u , of infected Im,sim
k,u ,

and of recovered Rm,sim
k,u . By using Im,sim

k,u , γm,sim
k,u and

N0, we calculate the force of epidemics Y m,sim
u .

The next step is to simulate the arrival of cyber attack

on each firm (and on each subunit). We fix the scenario

1 ≤ m ≤ M . For each firm 1 ≤ i ≤ H, we simulate

(Nm,sim
ij,u )1≤j≤Ki,0≤u≤T as follows:

1. Primary (or out-firm) infections: for each subunit

1 ≤ j ≤ Ki, we simulate the first jump of

the Cox process (N0,m,sim
ij,u )0≤u≤T with intensity

(Y m,sim
u )0≤u≤T .

2. Determine the time of the very first cyber attack in

the firm i, τm,sim
i using (IV.1) with the convention

τm,sim
i = T + 1 if

∑Ki

j=1 N
0,m,sim
ij,T = 0. This means

that firm i is not suffering from a primary infection.

If Ki = 1, then τm,sim
i,j = τm,sim

i .

3. If Ki ≥ 2 and τm,sim
i ≤ T (that is firm i has many

subunits and at least one is externally infected),

then secondary (or in-firm) infections can occur:

for each 1 ≤ j ≤ Ki, if N0,m,sim

ij,τm,sim
i

= 0 (that is

subunit j is not yet infected), simulate a random

variable Um,sim
ij with success parameter am,sim

τm,sim
i

• if Um,sim
ij = 1, set τm,sim

i,j = τm,sim
i ,

• else, set τm,sim
i,j = T + 1 (subunit j is not

suffering from either a primary infection or a

secondary infection).

4. If Ki ≥ 2 and τm,sim
i = T + 1, τm,sim

i,j = +∞ for

all 1 ≤ j ≤ Ki.

Simulating also M realizations of (πm,sim
ij )1≤m≤M of

the random variables πij for (i, j) ∈ I, we compute the
Monte Carlo approximation of the total expected revenue
at each date of the cyber episode using the last equality
of (II.7).

E[Ou] ≈
H∑

i=1

Ki∑
j=1

zij,0e
µiju

1 −
1

M

M∑
m=1

π
m,sim
ij

1
τ
m,sim
i,j

≤u<τ
m,sim
i,j

+ 1

γ
m,sim

i,τ
m,sim
i,j

 ,

(V.10)

for each 0 ≤ u ≤ T . The simulated set of infected firms

in each period [u, u + 1) with 0 ≤ u ≤ T − 1 (defined in

(II.12)), is I⋆,m,sim
[u,u+1) =

i if

Ki∑
j=1

1u≤τm,sim
i,j <u+1 ≥ 1

.

We then compute the Monte Carlo approximation of
the expected claim for each firm, in order to obtain in
a second step the proxy of AEP defined in (IV.5). The
total claims of firm i for each scenario m and at each date
u is

Cm,sim
i,[u,u+1) =

Ki∑
j=1

zij,0π
m,sim
ij

∫ (u+1)∧

τ
m,sim
i,j + 1

γ
m,sim

i,τ
m,sim
i,j


u∨τ

m,sim
i,j

eµijsds,

(V.11)

for all i ∈ I⋆,m,sim
[u,u+1) . We finally obtain the empirical ÃEP

at each date u by

ÃEP
M

u (x) :=
1

M

M∑
m=1

1
∑

i∈I⋆,m,sim
[u,u+1)

Cm,sim
i,[u,u+1) > x


(V.12)

where 1(X>x) is the indicator function that equals 1 if

X > x, and 0 otherwise.

Algorithm 2 details the procedure to compute the

ÂEP.

1. The contagion model

After calibrations, we perform M = 10, 000

simulations of the SIR model. In order to compare our
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H1 H2 H3 H4 H5 H6 H7 H8 H9 H10 H11 H12

Size 11144 1646 538 244 132 80 52 36 26 20 15 12

TABLE IV: The initial population per group

Algorithm 2 Calculate AEP

procedureAEP(x, T,M,απ, βπ, (φ0, κφ,Σφ), (Sk,t0 , Ik,t0 , Rk,t0))

Input: quantile x, horizon T , number of simulations

M , the set of parameters of the SIR (φ0, µφ, κφ,Σφ)φ∈Ψ,

the initial values of the SIR (Sk,t0 , Ik,t0 , Rk,t0)1≤k≤K ,

parameters of severity (απ, βπ), and the parameters of firms

(zij,0, µij , σij)(i,j)∈I .

for all Scenario 1 ≤ m ≤ M do

From (φ0, µφ, κφ,Σφ)φ∈Ψ, simulate a trajectory of

the set of parameters Ψ.

Simulate a SIR model with parameter Ψ and initial

condition (Ik,t0 , Ik,t0 , Rk,t0)1≤k≤K .

Simulate the first infection times.

Simulate a trajectory of severity with (απ, βπ).

for all Date 1 ≤ u ≤ T do

Calculate the set of infected firms at time u.

Calculate the total claims at u using (V.11).

end for

Calculate the AEP at u from (V.12).

end for

Output: The approached aggregate exceedance

probability AEP.

end procedure

result with the observed LockBit attacks on Figure 3,

we quantify the total number of infected subunits.

Specifically, we take into account the dynamics of the

total subunits infected, the peak as defined in (III.12),

and the date that it is reached.

Figure 4 provides (in blue) the 99% confidence interval

of the peak in the first T = 100 days, computed on

M = 10, 000 trajectories. Both the observed trajectory

and the mean simulated trajectories, start from the same

initial condition (32 firms, or equivalently 49 infected

subunits), and they reach their peak at exactly the same

date. This is compared with the Lockbit trajectory (in

black). Our results overestimate by 17.15% the height

of the peak. The latter is in fact the maximum of the

averaged trajectory. Now, we consider the average of the

peaks instead of the peak of the average. In Figure 5a, we

plot the histogram of the peak. We obtain a peak that

is very close to the observed one: the model gives 317

subunits infected when the observed is 273. Our model

overestimates the peak by 16.12%.

Another interesting quantity is the date the peak is

reached. We can see on Figure 5b that the data say that

the peak is reached after 38 days while our model also

FIG. 4: The dynamics of the total number of infected

subunits with confident interval

predicts 38 days, with a maximum absolute deviation of

12 days.

As in the function c2 introduced by [22], the peak

(and the date it is reached) can be used to model the

limited capacity of the insurance company to respond to

an incident. If the number of policyholders needing help

is too large, the insurer’s assistance teams can become

overloaded. Furthermore, it is preferable to slightly

overestimate both the height and the date at which

it is reached rather than underestimate them, thereby

yielding conservative risk measures.

We are now looking at the evolution of the number

of susceptible, infected, and recovered individuals. In

Figure 16, we plot the evolution of new susceptibles,

infected, and recovered.

Regarding the susceptibles (see Figure 16a), infected

(see Figure 16b), and recovered (see Figure 16c)

populations, the dynamics are the same but different

groups reached their peak’s at different date. As above,

we have, in Table V, the date of the peak per firm size.

For each group, the epidemic dynamics exhibit a

consistent temporal ordering. For firms of size 1, the

peaks are closest or equals to the peak of epidemics (i.e.

the maximum of the total number of infected subunits
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k = 1 2 3 4 5 6 7 8 9 10 11 12

New susceptibles height date 41 37 33 28 22 16 11 0 0 0 0 0

Infected height date 38 40 39 35 32 28 26 0 0 0 0 0

Recovered height date 38 40 39 35 32 28 26 0 0 0 0 0

TABLE V: The date of the peak’s height per size

(a) The peak

(b) The date when the peak is reached

FIG. 5: Histograms

for all the size). This is unsurprising, given that this

group accounts for 78% of companies. For firms of size

2 to 8, the peak in the number of infected and recovered

individuals occur at the same time. This is consistent

because the recovery rate is particularly high (γ1,0 =

0.678 in Table III) which, according to [12], is equal to

the inverse of the expected recovery time. Regarding

the peak in the susceptible population for each size, it

occurs before the peak of the total infected population.

The peak decreases as size increases, indicating a collapse

of the epidemics in the larger organizational units first.

This is partly due to the structure of the model, in which

large firms feed into small ones. Moreover, since firm’s

size follows Zipf’s law, there are much less firm with big

size than small size. In our example, there are precisely

1,000 times more size 1 firms than size 12 firms. Thus,

large companies very quickly reach their peak (right from

the start of the epidemic here).

Additional analyzes of the contagion model—especially

regarding parameter sensitivity—can be conducted,

drawing inspiration from [12].

We now turn to the probabilities of internal and

external contagion. Figure 6a shows, for each day of

the epidemic, the probability that a subunit’s infection

originates outside the firm. This probability is low,

though not zero, and it mirrors the epidemic dynamics,

with a peak around day 38. By contrast, the probability

that a subunit’s infection comes from another subunit

within the same firm , in Figure 6a, is high (> 58%) and,

as assumed, independent of the epidemic’s progression.

In summary, the likelihood that a firm becomes

infected is small; however, once infection occurs, there

is a significant chance that multiple subunits will be

affected.

2. Impact of the contagion model on a given firm

This section aims to examine the broader impact

of contagion on the economy (see (II.7)) or its

representative firms (i.e. the arithmetic mean of firms

per size 1 ≤ k ≤ K, Z
(k)

t :=
∑H

i=1 1{Ki=k} Zi,t∑H
i=1 1{Ki=k}

). It is

important to recall that contagion effects stem from the

organizational structure of the firms within the portfolio

– specifically, the distribution of firm sizes and the

presence of subsidiary networks. While current data

constraints preclude the estimation of firm-specific or

sectoral cost differences, the model is designed with the

flexibility to incorporate these factors should the data

become available.

As introduced in Theorem II.2, when a subunit

undergoes a cyber attack, its revenue negatively jumps by

π ∼ B(απ, βπ). For the following simulations, we assume
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(a) Probabilities of external infection

(b) Probability of secondary infection

FIG. 6: Probabilities of infection

απ = 50 and βπ = 10 giving a mean loss of 0.833 with a

standard deviation of 0.048. We start by calculating Ki

for each firm i and z0,ij , µij , σij for each subunit j of firm

i. Then we run M = 10, 000 scenarios corresponding to

the simulation of the first arrival times of the cyber event

τij and of the severity πij .

We plot on Figure 7 the probability density function

of the first infection time for different firm size i.e.

(τi)1≤i≤12. For reasons of scale and because we are

interested in the first 100 days of the epidemic, we set

the probability of τi ≥ 100 in Table VI.

From Table VI, we can state the larger the firm, the

lower the probability that there will be no infections after

100 days . From Figure 7, we see that the distribution

mode – the point at which the probability density attains

its maximum – is reached well before the peak of the

epidemic (which only occurs on day 38). This mode

FIG. 7: PDF of the first infection time

naturally decreases with the size of the company. This

means that the larger the size, the greater the chance

that the firm will be infected before the peak is reached.

Therefore, our model reproduces the stylized fact of

cyber-episodes mentioned in [5, 27].

For each group k = 1, . . . , 12, we plot on Figure 8 the

average daily firm’s claim as a percentage of the daily

revenue.

FIG. 8: Firm’s revenue loss

As expected, for all sizes, the potential loss of firm

is naturally correlated with the date of initial infection.

Furthermore, the losses increase with the number of

subunits, clearly implying that size is an aggravating

factor. This is due to internal contamination between

subsidiaries, so the probability is close to 60%.

We have seen that the average daily loss, whose the

maximum is 6%, appears to be low. However, this

masks heterogeneity: instead of averaging over 10,000
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k = 1 2 3 4 5 6 7 8 9 10 11 12

Recovered height date 0.794 0.623 0.500 0.394 0.310 0.249 0.194 0.150 0.129 0.095 0.069 0.060

TABLE VI: Probability of no infection (τi > 100)

FIG. 9: Firm’s revenue loss due to one attack

simulations, let us consider a single contagion scenario.

We then obtain, as in Figure 9, that even if attacks

are sporadic, the claim relative to the daily revenue is

considerable and sometimes reaches 75%. Hence, the

need for insurance. And, of course, the duration of the

infection increases with the size of the company (recalling

the random variable δij = 1
γi,τij

defined in (IV.3) where

γ is defined in (V.6)).

3. Impact on the contagion model on an insurance portfolio

In this section, we want to calculate the Aggregate

Exceedance Probability (AEP) as described in

Algorithm 2. Here, we focus (among other reasons

to speed up simulations) on companies with a size

greater than or equal to 2 (Ki ≥ 2). This therefore

concerns 621 firms whose total revenue on the first day

of the cyber-episode is e38.38 millions.

a. Daily probability density function (pdf) of all the

portfolio We plot both the probability density function

of the severity of the portfolio’s daily loss Ĉ (and then

the daily AEP curve on different dates): 7 days after

the beginning of the epidemic, 14 days before the peak

height, the date of peak height (day n°38), 14 days after

the peak height, and 100 days after the beginning of the

epidemic.

In Figure 10 and Table VII, we have the pdf of daily

total severity i.e.
∑621

i=1 Ci,[u,u+1). It is established that

the closer we are to the peak of the cyber event, the

wider and flatter the total claims distribution is (with a

slight advantage for day 24, when the distribution mode

of the firm’s first infection time is highest). Moreover, the

support of the distribution increases when we are close to

the peak of the cyber contagion. Also, around the latter,

the mean and the mode of the distribution are greater

compared to on all other days. It can also be noted

that the mode of the distribution 14 days after the peak

is small than that 14 days before. To summarize, the

cyber event induces a deformation in the distribution of

total losses or compensations: as close we are to the first

infection time, the probability density function becomes

increasingly flattened, reflecting a broader dispersion

around the mode.

FIG. 10: PDF of the daily severity

Day 7 24 38 52 100

Lower bound 0 0 0 0 0

Upper bound 1.488 2.275 2.244 1.531 0.388

Mean 0.744 1.138 1.122 0.586 0.194

Mode 0.472 1.013 0.892 0.464 0.001

TABLE VII: Characteristics of the distribution’s

support (in million of e)

The losses in abscises is in millions euros and should
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be compared to the daily total revenue of a company

in the portfolio, i.e. e38.38 million at day 0. In other

words, we could expect a daily claim of up to 5.92% of

e38.38 million. Let us clarify this by studying the tails

of distributions using the AEP.

b. Aggregate Exceedance Probability (AEP) of the

whole portfolio We calculate here the probability of

the total daily claims from e1 million (2.6% of the

total revenue on day 0) to e2.5 millions (6%) using the

approached expression of AEP given in (V.12).

FIG. 11: AEP curve (the sum of losses are in emillion)

We obtain the AEP curve in Figure 11 by realizing

M = 10, 000 scenarios of the epidemic i.e. of the daily

total claims. As anticipated from the shape of the

probability density function, the AEP curve reveals that

the range of cumulative daily losses expands with the

severity of the cyber event. As expected, at day 24 when

the mode of first arrival time is reached, the probability

that the sum of daily claims exceeds e1 million reaches

60%, while it remains close to zero in the initial and

terminal phases of the epidemic.

To conclude, we analyze the total loss incurred by the

whole portfolio of 621 firms, with size greater or equal,

over the 100-day duration of the cyber-episode.

The pdf curve in Figure 12a suggests that the total

claims after 100-day may range approximately up to

e60.44 million, with a median greater than e51.47
million and a mode equals to e51.43 million. Moreover,

the AEP curve in Figure 12b represents the right tail

of the total claims after 100 days. It indicates that this

amount will be higher than e52 million with a probability

around 50%. Given a total revenue of e38.38 million,

This would mean that there is a 50% chance that total

compensation after 100 days will represent up to two

days’ revenue for all companies in the portfolio.

We can push the analyses further by calculating the

(a) PDF curve

(b) AEP curve

FIG. 12: Financial impact after 100 days of the

epidemic

AEP and pdf by activity’s sector, by company size,

and according to many other factors. Ultimately, all

depends on how the insurance company organizes its

portfolio. Furthermore, the frequency of aggregation can

be adjusted to examine how losses evolve on a weekly or

monthly basis.

VI. CONCLUSION

We started from stylized facts in economics and

cybersecurity. We then assume that firms in an economy

are composed of a number of independent subunits

and that in a cyberattack episode, the environment

modulates the contagion, transmission, and recovery

rates – rendering them stochastic. We thus propose a



22

stochastic multigroup SIR model coupled with a granular

model of firm growth to describe the propagation of

cyberattacks into a cyber-insurance portfolio. We use

it to quantify the impact of such an event both on firms’

revenue dynamics and on an insurance portfolio. The

model shows that the infection of a subunit most likely

originates from another subunit within the same firm,

not from outside. Moreover, larger firms experience

more internal transmission, leading to greater losses and

higher insurance claims. This extends the previous

work of [22, 23] and provides a more comprehensive

framework for assessment of the impact of a cyber event

on an economy or an insurance portfolio, under multiple

scenario configurations.

A possible extension will be when dealing with a

long-lasting malware epidemic, a recovered firm can

become susceptible/infected again after a certain period

of time. Therefore, using a SIRS model instead of

SIR model. We finally assume that the severity is

independent and identically distributed. However, it may

well depend on on the dynamics of the epidemic or even

on the firm’s investments in cybersecurity.
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Appendix A: Another version of the SIR

The dynamical system governing the dynamics of the
susceptible, infected and recovered firms of size k reads
as

dSk,t = Yt

−kSk,t + αkRk,t +

K∑
j=k+1

jSj,t · bj,j−k

dt

− σkIk,tSk,tdWk,t,

dIk,t =

−γkIk,t + Yt

K∑
j=k

jSj(t) · bj,k

dt+ σkIk,tSk,tdWk,t,

dRk,t = [γkIk,t − αkRk,t] dt,

where Yt =
1
N0

∑K
k=1 βk · kIk,t and for each 1 ≤ k ≤ K,

(Wk,t)t∈R+
is a Brownian motion and σk > 0. Moreover,

we assume that (W1, . . . ,WK) are independent.

The noise term is inspired by [28] or [37]. This amounts

to considering for each class of size k, a unique noise

driver independent to the other. However, we could

consider (1) that the noises (W1, . . . ,WK) are correlated,

(2) and even that there are three noises for each class of

size k: one for susceptible, one for infected, and one for

recovered.

Remark A.1. We could, instead AEP, adopt the

quantities introduced in [22, 23]. We first introduce

Dij the time at which the subunit j of policyholder

i ∈ {1, . . . ,H} becomes recovered, and Lij the duration

of the assistance required by the victim. Since Tij is

the infection time of subunit j, therefore we introduce

ηij := 1Tij≤Dij which indicates if the subunit j managed

to become immune before infection.

We limit ourselves here to the cost function P3 defined

as follows

P3 :=

∫ td

0

ϕ

(
Jt

Ki

)
dt,

which is a way to define saturation of the response, and

where ϕ is a positive function and

J i
t :=

Ki∑
j=1

ηij1Tij≤t −
Ki∑
j=1

ηij1Tij+Lij≤t

describing the number of firms for which the crisis is still

ongoing.

Subsequently, we may assume Lij to be Exponential,

Dij to be Exponential, Pareto-type or Weibull-type

distribution, and define Tij via the associated hazard rate

function λij .

Appendix B: Figures and tables
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Industry Victims Rate

Manufacturing 610 20.68%

Technology 390 13.22%

Retail/Wholesale 335 11.36%

Healthcare 325 11.02%

Consulting 275 9.32%

Construction 235 7.97%

Education 205 6.95%

Legal 200 6.78%

Government 190 6.44%

Banking/Finance 185 6.27%

FIG. 13: Most impacted industries in 2024

FIG. 14: Industries impacted (x-axis: sector, y-axis:

victims)

(a) Histogram of the number of subunits (b) Fit of the Zipf’s law on the number of subunits

FIG. 15: Number of subunits

(a) New susceptible (b) Infected (c) New recovered

FIG. 16: Evolution of the number of each group as percentage of the initial population in the group (see Table IV)


